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1
Decision/action requested

It is proposed to approve this pCR to TR 33.867.
2
References

[1] 
TR 33.867
3
Rationale

This contribution proposes a new Key Issue for TR 33.867.
4
Detailed proposal

It is proposed to approve the following changes aiming to add new Key Issue to the TR 33.867, Study on user consent for 3GPP services.







***
BEGIN OF CHANGES
***

6.C
Key Issue #X: User Authentication
6.C.1
Key issue details

User (or Data Subject in GDPR) is the entity that gives their consent for 3GPP services while complying with user privacy considerations. Historically, 3GPP dealt with the subscriber entity identity (e.g., SUPI, IMSI, ESN). However, only in some cases, the user identity is the same as the subscriber identity. An example of these being separate is an employee (user) using a subscription from their employer (3GPP subscriber). 
6.C.2
Security threats

If someone else besides the User (e.g., 3GPP Subscriber that is not the Data Subject) gives their consent for 3GPP services, or withdraws, or changes their consent such operation could be deemed illegal. Using the above example of a employee A using a subscription provided by their employer, this would be the case if an employer or an employee B is able to enter or alter the user consent of employee A.
6.C.3 Potential security requirements
5G System shall provide means to authenticate the user of the 3GPP services for the purposes of obtaining, changing, and revoking user consent.
***
END OF CHANGES
***
